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Abstract—Today, network security has become a very hot 

topic in the field of information technology. Therefore, 

increasing the efficiency and reducing the error of intrusion 

detection systems is very important. The data that are collected 

from network traffic by different methods of data mining are 

analyzed to distinguish normal behaviors from attacks. One of 

the important challenges of data mining techniques that 

increase training time and reduce accuracy is the large number 

of features of network traffic data. Some of these features are 

very important for intrusion detection and some others are 

insignificant and must be removed from the dataset before using 

data mining algorithm. Therefore, the feature selection is an 

important step before classification and data analysis. Feature 

selection is a kind of NP optimization problem. The 

metaheuristic and evolutionary algorithms are widely used in 

solving optimization problems and provide more accurate and 

better responses than classical methods. Genetic algorithm is 

one of these metaheuristic algorithms. This algorithm is able to 

select the optimal subset with high accuracy. The standard NSL-

KDD dataset is used for training and testing in this study. 

Genetic algorithm and C4.5 decision tree will be used for feature 

selection and classification. The results after feature selection 

indicate the improvement of all performance measurement 

parameters. Also, the feature vector obtained from the feature 

selection is used in the KNN classifier, which improves the 

classification accuracy and reduces its error. 

Keywords—Intrusion detection, Feature Selection, Network 

Security, Genetic Algorithm 

I. INTRODUCTION 

With the increasing number of attacks on computer networks 

and dependence of various domain activities on the services 

provided by computer networks, efforts to prevent and detect 

of intrusion are urgently needed. Intrusion is a set of activities 

that endanger the confidentiality, integrity or availability of a 

resource. Intrusion detection is the process of identifying and 

responding to malicious activity of network resources. The 

purpose of intrusion detection systems (IDS) is not to prevent 

attacks, but to detect attacks and security flaws in computer 

networks and report them to the system administrator. IDS 

inspect all networks and host activity on the network and 

identify suspicious patterns that may indicate a network or 

system attack. In today's IDS, intelligent data-based data 

mining methods and technologies are used to identify 

effective and efficient patterns in intrusion detection. IDS use 

analytical methods to detect attacks, identify attack sources, 

and send alerts to network administrators [1]. IDSs are 

classified into two groups, Host-based Intrusion Detection 

Systems (HIDS) and Network-based Intrusion Detection 

Systems (NIDS), based on their location in the network 

system and scope of activity. These systems are also 

commonly used in combination to achieve maximum 

performance and security, known as Distributed Intrusion 

Detection Systems (DIDS) [2, 3]. HIDS detect unauthorized 

activities on the host computer. These systems run only on 

host or single computers and are not aware of the entire 

network. These types of systems only monitor incoming and 

outgoing packages to a computer and alert the network 

administrator or computer user when detecting intrusions or 

suspicious activity [3]. NIDS monitor and analyze traffic 

across the network to identify threats. These systems detect 

malicious activities such as denial of service (DOS), port 

scanning and other attacks throughout the network. These 

systems detect the intrusion detection of network traffic for 

each packet in real-time and close to it in order to identify 

intrusion patterns [3]. Intrusion detection is classified into 

two categories: signature-based method and anomaly-based 

method. The signature-based intrusion detection method uses 

known attack patterns to detect intrusions. This method has a 

database of signatures or attack patterns. This method works 

very well in detecting known attacks that have their 

signatures in the intrusion detection database, but is not able 

to detect new attacks that do not exist in the database [4, 5]. 

Anomaly-based intrusion detection method compares user 

behavior with normal behavior stored in a database and uses 

it to detect unknown attacks and uses statistical methods to 

find activities do not match the normal behavior pattern. 

Creating normal behavior in this method is very important 

because the normal behavior of users may change and 

therefore the intrusion detection system uses this method 

must update itself with these changes. An important issue in 

constructing a normal behavior model is to select the 

appropriate features as input for the model. If the input 

parameters are determined by the security expert, there is no 

guarantee all effective intrusion detection features will be 

selected correctly. If important intrusive-related features are 

missed incorrectly, it will be very difficult to distinguish an 

attack from normal behavior. Also, non-intrusive features can 
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reduce the efficiency of intrusion detection. Therefore, 

feature selection has a significant impact on detecting 

anomalies in network traffic [6]. Feature selection is an 

important issue in the data mining field, especially for high-

dimensional data. If the dataset has N attributes, then it will 

have 2N subsets and checking all of these subsets will be a 

NP-hard problem and there is no definite solution to these 

problems so far [7]. In recent approaches, metaheuristic 

algorithms such as Genetic, Ant Colony, Particle Swarm and 

etc have been used by many researchers for feature selection. 

In this paper, in the proposed feature selection method, the 

genetic algorithm will be used to find the optimal subset of 

attributes. The C4.5 decision tree is used as a classifier with 

the aim of minimizing its classification error by using a subset 

of the NSL_KDD intrusion detection dataset. The purpose of 

this paper is to minimize the KNN classification error by 

applying the feature vector obtained by minimizing the C4.5 

decision tree classification error. The results show that this 

feature vector also enhances the classification accuracy in 

KNN.  

The rest of this paper is organized as follows. Section 2 

reviews related work. Section 3 gives a brief overview of 

methods and proposed technique used in this research. 

Section 4 presents the dataset and experimental results and 

discussion and finally, conclusions are provided in Section 5. 

II. RELATED WORK 

In network intrusion detection, accurate feature selection 

leads to optimal performance. To remove unnecessary 

features, several methods have been proposed. In [8] an 

intrusion detector is introduced using the ant colony 

optimization algorithm (ACO) for feature selection and k-

nearest neighbor algorithm (KNN) for classification. In the 

proposed method, the memory consumption is significantly 

reduced and because of the reduction in the number of 

features used in intrusion detection, the amount of CPU 

needed is reduced. The proposed method reduced the number 

of features by approximately 88% and the detection error 

reduced by around 24% using KDD Cup 99 test data set. In 

[1], a new feature display method called CANN is 

introduced. This method uses clustering and KNN to 

represent the new one-dimensional dataset. This method 

converts the features of the original dataset into a distance-

based one-dimensional dataset. Then this new dataset is 

tested with the KNN classifier. Experimental results on the 

KDD Cup 99 dataset show that this proposed method has a 

higher accuracy and detection rate than the KNN and support 

vector machine (SVM) methods on the 6-dimensional KDD 

dataset and its false positive rate is lower. [9] Proposed a 

feature selection method based on the modified binary coded 

ant colony optimization algorithm (MBACO) combined with 

the genetic algorithm (GA). In this method every feature is 

like a binary bit and has two directions: one to select the 

feature and one to not selecting it. The proposed method is 

tested with GA methods, binary ant colony optimization 

(BACO), advanced binary ant colony optimization 

(ABACO), binary particle swarm optimization (BPSO) and 

binary differential evolution (BDE) on well-known datasets 

in UCI. The experimental results show that the proposed 

method is robust and consistent and performs better than the 

other methods compared in this paper. [10] Introduced a 

multi-step algorithm for detecting anomalies in network 

traffic. Initially, a feature selection method is introduced. 

This method can identify the optimal subset of attributes. 

Then, a tree-based subspace clustering algorithm is 

developed for the high-dimensional dataset. A fast distributed 

framework for feature extraction and preparation of raw 

network data is also provided. Before implementing the 

proposed anomaly detection algorithm, the first depth-

clustering algorithm arranges the data. The proposed method 

is evaluated on various datasets such as UCI ML, TUIDS, 

KDD Cup 99 and NSL-KDD. The performance of the 

proposed method is compared with all well-known 

classification methods such as C4.5, ID3, CN2, and SVM. 

Experimental results show that the proposed method 

performs better in almost all datasets in terms of detection 

rate, false positive rate and detection accuracy. [11] Proposed 

a three-level network intrusion detection method. These three 

levels are: 1- Identifying underlying contextual patterns of 

network traffic data by establishing reliable rules for network 

anomaly detection. 2- Creating a predictive model to 

determine the exact categories of attack. 3- Developing of a 

visual analytical tool for interactive visual analysis and 

validation of the results of this proposed method. The discrete 

wavelet transform (DWT) method is used for feature 

selection. When the features are raw, the boundary between 

the Probe, DOS and R2L attack categories is not clear, but 

the DWT feature extraction method distinguishes between 

these groups. The NSL-KDD dataset is used to examine this 

method. The proposed prediction model can detect attack 

categories with accuracy of about 96%. In [9], a new 

approach is proposed using the feature reduction and multiple 

classification methods. In the proposed method, ID3 and 

KNN-ACO are tested as classifier on the KDD Cup 99 

dataset. The ID3 decision tree is used to select and reduce 

features using entropy and information gain. The KNN and 

ant colony optimization (ACO) algorithms are used to 

classify the data in the reduced KDD dataset. Experimental 

results show that the proposed method is superior to the 

detection of all four types of Probe, DOS, R2L and U2R 

attacks over the Support Vector Machine (SVM) and Post-

Release Neural Network (BKP). In [13] an intrusion 

detection framework is proposed using a new optimization 

method called time-varying chaotic particle swarm 

optimization (TVCPSO) witch simultaneously performs 

parameter tuning and feature selection for multi-criteria 

linear programming (MCLP) and Support Vector Machine 

(SVM). The results of the experiments performed on the 

NSL-KDD dataset show that the proposed method not only 

has higher detection accuracy rate but also is able to select the 

best set of features. Evaluations show that multi-criteria 

linear programming in intrusion detection problem is 

comparable with SVM method and also has higher true 

detection rate than SVM method in detecting R2L and U2R 

attacks. In [14], GA is used for feature selection. Feature 

selection is also performed by other methods such as CFS, IG 

and CAE, and then the reduced dataset is tested with both 

Naive Bayes and J48 classifiers. Experimental results show 

that the proposed method on the NSL-KDD dataset will select 

the optimal feature dataset and will improve the performance 
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of the Naïve Bayes classifier and increase the accuracy and 

reduce the time required for classification. 

III. OVERVIEW OF METHODS AND PROPOSED TECHNIQUE 

 

A. Genetic Algorithm 

    Genetic algorithm (GA) is a bio-inspired search method 

that offers an approximate answer and solution to 

optimization problems [15]. The main components of the 

genetic algorithm are: Chromosome, Population and Fitness 

function. This algorithm has four operators: initialization, 

selection, crossover and mutation [16]. The algorithm 

consists of the following steps [14]: 

1- Generating a random initial population of chromosomes (a 

chromosome is a set of genes that can be bits, numbers, or 

characters).  

2- Evaluating initial population by the fitness function. 

3- Selecting parents and using the crossover operator to create 

a population of children. 

4- Selecting members of the population to apply the mutation 

operator to them and create the mutant population. 

5- Combining the three populations and creating a new main 

population and then evaluating the new population by the 

fitness function. 

6- If the termination condition does not exist, the algorithm is 

repeated from step 2. 

7- End. 

  

B. Decision Tree 

    Decision tree is one of the classification algorithms. 

Classification algorithms learn how to create a model from 

the dataset. The decision tree is initially made from pre-

classified data. The most important issue is which feature 

should be selected to best split the set of instances in each 

recursion. Different implementations of the decision tree use 

different feature selection metrics to select the best feature at 

each tree level. In the ID3 the Information Gain, in C4.5 the 

Gain Ratio and in the CART the Gini criterion is used to 

select the attribute at each tree level [17]. C4.5 is an improved 

ID3 algorithm. As mentioned, C4.5 uses the Gain Ratio 

criterion to select the best feature in constructing each level 

of the tree. Suppose D is a Labeled training dataset with h 

classes: C1... Ch. 

The expected information for classifying a sample in D is 

calculated as follows [18]: 

                             

            Info (D) = - ∑ 𝑝𝑖  𝑙𝑜𝑔2
ℎ
𝑖=1 (𝑝𝑖)                    (1) 

Pi: is the probability that an arbitrary sample from dataset D 

belongs to class Ci. 

Info (D): is the expected information for classifying a data 

sample. 

 

If D is divided into k distinct subsets: D1, ... , Dk based on the 

value of X, then the information required for accurate 

classification is as follows: 

 

            InfoX (D) = ∑
|𝐷𝑗 |

|𝐷|

𝑘
𝑗=1  × 𝐼𝑛𝑓𝑜(𝐷𝑗)                      (2) 

 

The difference between Info (D) and InfoX (D) is called 

information gain and is calculated as follows 

 

                Gain (X) = Info (D) - InfoX (D)           (3) 

  

The ID3 algorithm uses the information gain criterion to 

select the separator feature. Information gain biases toward 

partitions with many outcomes. To overcome this problem, 

C4.5 uses the measure of gain ratio, which is calculated as 

follows: 

                    GainRatio (X) = 
𝐺𝑎𝑖𝑛(𝑋)

𝑆𝑝𝑖𝑙𝑖𝑡𝐼𝑛𝑓𝑜(𝑋)
                          (4) 

 

                SplitInfoX (D) = - ∑
|𝐷𝑗|

|𝐷|

𝑘
𝑗=1  × 𝑙𝑜𝑔2(

|𝐷𝑗|

|𝐷|
)           (5) 

 

In C4.5, the feature with the highest gain ratio is selected as 

the separator feature. 

 

C. K-Nearest Neighbors (KNN) 

    The K-Nearest Neighbor (KNN) algorithm is one of the 

simplest classification methods, which is able to classify data 

with the least prior knowledge of data distribution. In this 

algorithm, a sample is categorized by the votes of the 

majority of its neighbors, and the sample is assigned in the 

nearest class, between k near neighbors. The k parameter of 

KNN classifier represents the number of neighbors in a set of 

training observations that are nearest to the given observation 

in validation or testing dataset. Variation of this parameter 

will affect the accuracy of classifier [19]. If k = 1, the sample 

is simply assigned to the class of nearest neighbors. If k=3, 

KNN look to three nearest neighbors of the new instance to 

find a class for the unknown sample. The KNN classifier 

often uses Euclidean distance to measure the similarity 

between two points, which is calculated as follows:  

  dist ((x1, y1), (x2, y2)) = √(𝑥1 − 𝑥2)2 + (𝑦2 − 𝑦2)2            (6) 

 

Where (x1, y1) is the coordinate of the new instance and (x2, 

y2) is the coordinate of the existing sample. 

 

D. Proposed Method 

    The proposed method for finding the optimal subset of 

features as follows: 

 

First, the feature selection is formulated in the form of an 

optimization problem. In an optimal feature selection, due to 

the elimination of redundant features, classification 

accuracy will be increased. In a classification problem, if X 

is the feature vector of the dataset, t is the target output of the 

dataset, Y is the output of the classification model, and F is 

the classification algorithm, the objective of the feature 

selection is to approximate Y with another feature vector such 

as X* as follow:  
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                    Y = F(X) ≅ F(X*)       X*⊂ X                       (7) 

 

Feature selection is a two-objective optimization problem and 

the first step in solving this problem is to determine the 

objective function. 

The first purpose is to minimize the value of E:  

 

                     Min E = |t- F(X*)|                                      

(8)  

 

The second goal that exists simultaneously in the feature 

selection is to reduce the number of inputs to the 

classification algorithm. 

                    Min nf = | X*|                                              (9) 

 

The objective function of feature selection can be considered 

as follows:         

                Z ~ E + nf                                                                         (10) 

 

 

 
 

 

 
By adding the coefficients w1 and w2 to the proportion 10, 

the proportion becomes the equation. Then, the sides of the 

equation are divided by w1. The result of dividing w2 by w1 

is considered to be w. w can be considered a factor of E. This 

coefficient is called β. Figure 1 shows how the objective 

function is formulated. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

Fig. 1. Objective function 

 

 

 
After determining the objective function which is called the 

cost function in the genetic algorithm, feature selection is 

done by genetic algorithm. This algorithm, with the 

appropriate initial parameters, is able to select the optimal 

subset with high accuracy. Algorithm 1 describes how to do 

this. 

 

 

 

 
 

 
 

 
 

 

 
 

 

First, cost 

function is 

called in 

the body of 

the genetic 

algorithm 

and the 

feature 

vectors are 

randomly generated. These vectors are binary, so zero means 

not selecting that feature and one means selecting it. In the 

cost function, C4.5 decision tree is created and trained with 

data from the NSL_KDD training dataset. In this process, the 

tree uses random feature vectors generated by the genetic 

algorithm. Training is done by the Kfold method and repeated 

several times and the average error is considered as the final 

error. The steps are repeated with the number of iterations 

specified in the algorithm and finally in the last iteration, the 

vector with the least cost function is introduced as the optimal 

solution. 

By applying the optimal feature vector, decision tree is 

trained on the NSL_KDD training dataset. Then the test is 

done on the constructed tree. Test is performed on the 

NSL_KDD test dataset. It has 22544 records and contains 17 

new attacks from four categories of Dos, Probe, R2L and 

U2R attacks. The confusion matrix is computed separately 

for both train and test datasets before and after using the 

optimal feature vector. Performance measurement 

parameters including classification accuracy, intrusion 

detection rate and false alarm rate are calculated for each of 

the confusion matrix.  

In wrapper feature selection methods, the classification 

algorithms used in feature selection and final model 

construction are the same. Here, it is assumed that if the 

feature selection algorithm is highly efficient and the feature 

vector is selected appropriately, if it is used in any other 

classification algorithm it should improve the results and 

Algorithm 1: Feature selection using  

binary Genetic algorithm 

npop: Number of initial population 

M: Number of iterations 

nc: Number of offspring  

 nm: Number of mutants Population 

Input : Training data set 

Output : Subset of features 

1: determine the cost function 

2: Initialize parameters  

3: for i=1 to npop do 

4:       Initialize population 

5: end for 

6:Evaluate and sort  population 

7: Store Best population 

8: for j=1 to M do 

9:     for c=1 to nc/2 do 

10:         Select Parents 

11:        Apply Crossover 

12:        Evaluate  offspring  

13:      end 

14:   Store popc 

15:      for m=1to nm do 

16:          Select Parents 

17:          Apply Mutation 

18:          Evaluate Mutant 

19:      end      

20:     Store popm 

21: Create Merged Population 

22: Sort Population 

23: Store Best Solution ever found 

24: end 

26: Show Best Solution 

𝑧 ~ 𝐸 + 𝑛𝑓 

𝑧 = 𝑊1 ×  𝐸 + 𝑊2 × nf 

 

z =  E + W × nf 

W ⍺ E ⟶ W = β × E 

z = E × (1 + β × nf) 
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reduce the classification error. Therefore, by using this 

feature vector, the K-Nearest Neighbors (KNN) classifier on 

the training dataset is trained and modeled. Then the test 

operation is performed on the test dataset. The confusion 

matrix is computed separately for both train and test datasets 

before and after using the feature vector. Performance 

measurement parameters are also calculated for each of the 

confusion matrix. Finally, the results are compared before 

and after the feature selection. 

IV. DATASET AND EXPERIMENTAL RESULTS 

In this section, the intrusion detection dataset is introduced 

and the results are presented and compared. The proposed 

method has been implemented in the Matlab 2016 

programming language, and the operating environment for 

the implementation has been a personal computer with an 

Intel Core i7 2.6 GHz processor and 8GB of memory. 

A. dataset 

    The NSL-KDD dataset is an improved subset of the 

KDDCUP99 dataset. It is used to evaluate the proposed 

method in this paper. The NSL-KDD dataset is composed of 

the train and test dataset, which have 125973 and 22544 

records respectively and the test dataset contains 17 kinds of 

new different attacks. The NSL-KDD dataset contains 41 

features and 5 classes, with one normal class and four attack 

classes. Attack classes are: Denial of Service Attack, Probing 

Attack, User to Root Attack and Remote to Local Attack, 

Which are as follows[20]: 

 Denial of Service (DoS): In this type of attack, excessive 

use of system resources causes legitimate requests for 

resources to be denied. 

 Probing: In these attacks, the network or host is scanned 

to gather information and identify known vulnerabilities. 

A probe attack is considered to be the first step of a real 

network or host attack. In these attacks, the attacker may 

obtain important information for executing dangerous 

attacks on the system. 

 User to Root (U2R): It occurs when an attacker accesses 

a normal user account by using means such as social 

engineering, password sniffing and so on. 

 Remote to Local (R2L): an attacker with remote access 

to the victim's machine uses the user's legal account to 

send packets over the network. 

TABLE I.  TYPE OF ATTACKS IN TRAIN AND TEST DATASET 

Attack Class 
Attack type in train 

dataset 

New attack type in 

test dataset 

Denial of 
Service(DoS) 

Neptune, 

smurf,teardrop,pod, 

land, back 

apache2, 

mailbomb,processtable, 

udpstorm 

Probe 
satan, ipsweep, nmap, 

portsweep 
mscan, saint 

Remote to 
Local(R2L) 

imap, warezmaster, 

phf, multihop, guess 
password, ,spy, 

warezclient, ftp write 

httptunnel, named, 

sendmail, 
snmpgetattack, xlock, 

xsnoop 

 

 
 

 

 
 

In the NSL_KDD dataset, the data type of the features 2, 3 

and 4 is symbolic. Features 7, 12, 14, 15, 21 and 22 are 

Boolean and the rest of the features are numeric. The 

NSL_KDD dataset feature descriptions and their types and 

names are shown in Table2 [20, 21]: 

TABLE II.  NSL_KDD DATASET FEATURE DESCRIPTION 

Num Feature Name Description Type 

1 Duration Length of the connection (second) Numeric 

2 Protocol-type Type of protocol, e.g. tcp, udp, etc. Symbolic 

3 Service 
Network service on the destination, e.g., 

http, telnet, etc. 
Symbolic 

4 Flag Normal or error status of the connection Symbolic 

5 Src-bytes 
Number of data bytes from source to 

destination 

Numeric 

6 Dst-bytes 
Number of data bytes from destination to 

source 

Numeric 

7 Land 
1 if connection is from/to the same 

host/port; 0 otherwise 
Boolean 

8 Wrong-fragment Number of wrong fragments Numeric 

9 Urgent Number of urgent packets Numeric 

10 Hot Number of hot indicators Numeric 

11 Num-failed-logins Number of failed login attempts Numeric 

12 Logged-in 1 if successfully logged in; 0 otherwise Boolean 

13 
Num-

compromised 
Number of compromised condition Numeric 

14 Root-shell 1 if root shell is obtained; 0 otherwise Boolean 

15 Su-attempted 
1 if su root command attempted; 0 

otherwise 
Boolean 

16 Num-root Number of root accesses Numeric 

17 
Num-file-

creations 
Number of file creation operations Numeric 

18 Num-shells Number of shell prompts Numeric 

19 Num-access-files 
Number of operations on access control 

files 
Numeric 

20 
Num-outbound-

cmds 

Number of outbound commands in an ftp 

session 
Numeric 

21 Is-host-login 
1 if the login belongs to the hot list; 0 

otherwise 
Boolean 

22 Is-guest-login 1 if the login is a guest login; 0 otherwise Boolean 

23 Count 

Number of connections to the same host 

as the current connection in the past two 

seconds 

Numeric 

24 Srv-count 

Number of connections to the same 

service as the current connection in the 

past two seconds 

Numeric 

25 Serror-rate 
Percent of connections that have SYN 

errors 
Numeric 

26 Srv-serror-rate 
Percent of connections that have SYN 

errors 
Numeric 

27 Rerror-rate 
Percent of connections that have REJ 

errors 
Numeric 

28 Srv-rerror-rate 
Percent of connections that have REJ 

errors 
Numeric 

29 Same-srv-rate 
Percent of connections to the same 

services 
Numeric 

30 Diff-srv-rate Percent of connections to dierent services Numeric 

31 Srv-diff-host-rate Percent of connections to dierent hosts Numeric 

32 Dst-host-count Count for destination host Numeric 

33 Dst-host-srv-count Srv-count for destination host Numeric 

34 
Dst-host-same-

srv-rate 
Same-srv-rate for destination host Numeric 

35 
Dst-host-diff-srv-

rate 
Diff-srv-rate for destination host Numeric 

36 
Dst-host-same-

src-port-rate 
Same-src-port-rate for destination host Numeric 

37 
Dst-host-srv-diff-

host-rate 
Diff-host-rate for destination host Numeric 

38 
Dst-host-serror-

rate 
Serror-rate for destination host Numeric 

39 
Dst-host-srv-

serror-rate 
Srv-serror-rate for destination host Numeric 

40 
Dst-host-rerror-

rate 
Rerror-rate for destination host Numeric 

41 
Dst-host-srv-

rerror- rate 
Srv-serror-rate for destination host Numeric 
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Before applying the feature selection and classification 

algorithm to the dataset, the train and test dataset data must 

be pre-processed and the values of all features converted to 

numeric data type. The features 2, 3, and 4 are symbolic 

and are converted to numbers. Feature 2 in the train and test 

dataset has three values tcp, udp and icmp which are 

converted to 0, 1, and 2 respectively. Feature 3 in the train 

dataset has 70 different types that are replaced with values 

of 0 to 69. The test dataset does not contain 6 cases of train 

dataset and for common cases the data type conversion is 

similar to the train dataset. Feature 4 of the train and test 

dataset has 11 different items that are replaced in both 

datasets with values of 0 to 10. Other features that are 

Boolean and numeric remain the same. 

 

B. Performance Metric 
    In this section, we introduce the rates of accuracy, 

detection, false alarms, Precision and Recall which are 

widely used to evaluate the performance of intrusion 

detection. These parameters can be calculated by the 

confusion matrix as shown in Table3 [22]. 

 

TABLE III.  CONFUSION MATRIX 

Attacks Normal 
predicted 

Actual 

FP TN Normal 

TP FN Attacks 

 
TP: The number of attacks which are correctly classified attacks 
TN: The number of normal behaviors which are correctly classified 

normal 
FP: The number of normal behaviors which are falsely classified attacks 

FN: The number of attacks which are falsely classified normal 
 

 Accuracy: Indicates how many percent of the total 

dataset is classified correctly. The following equation 

shows how to calculate accuracy: 

 

                𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =  
𝑇𝑃+𝑇𝑁

𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁
   

 

 Detection: detection rate in the field of intrusion 

detection indicates what percentage of the data related 

to the attack classes are properly classified. 

 

                     𝐷𝑒𝑡𝑒𝑐𝑡𝑖𝑜𝑛  𝑟𝑎𝑡𝑒 =  
𝑇𝑃

𝑇𝑃+𝐹𝑃
 

  

 False Alarm rate: represents the percentage of cases 

where a normal behavior is incorrectly identified as an 

attack. 

                          𝐹𝑎𝑙𝑠𝑒 𝐴𝑙𝑎𝑟𝑚 =  
𝐹𝑃

𝑇𝑁+𝐹𝑃
 

 

 Precision: Shows what percentage of predictions is 

correct for an attack class. 
 

                          𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =  
𝑇𝑃

𝑇𝑃+𝐹𝑃
   

 Recall: indicates what percentage of the total data in 

a class is classified correctly. 

 

 𝑅𝑒𝑐𝑎𝑙𝑙 =  
𝑇𝑃

𝑇𝑃+𝐹𝑁
 

 

C. Results 

This section provides experimental results before and after 

proposed feature selection. 

 

TABLE IV.  PROPOSED FS PERFORMANCE ON C4.5 

DECISION TREEAND KNN CLASSIFIER ON TRAIN DATASET 

Proposed FS All features  

KNN decision 

tree 

KNN decision 

tree 

classifier 

99.91 99.91 99.81 99.74 Accuracy 

0.999 0.998 0.996 0.996 Detection rate 

0.00005 0.0005 0.0004 0.0013 False Alarm rate 

 

TABLE V.  PROPOSED FS PERFORMANCE ON C4.5 

DECISION TREEAND KNN CLASSIFIER ON TEST DATASET 

Proposed FS All features  

KNN decision 

tree 

KNN decision 

tree 

classifier 

79.35 91.60 73.54 82.60 Accuracy 

65.21 85.36 55.93 72.01 Detection rate 

0.019 0.0014 0.031 0.033 False Alarm rate 

 

Tables 6 and 7 show the Recall and Precision parameters 

on the test dataset before and after feature selection. 

 

TABLE VI.  RECALL PARAMETER 

 

TABLE VII.  PRECISION PARAMETER 

 

 

 

classifier Features Normal Dos Probe R2L U2R 

All features 96.61 94.07 80.75 9.12 9.25 

Proposed 

FS 
99.86 98.22 83.73 54.23 54.25 

All features 96.83 74.81 56.79 8.34 20.5 

Proposed 

FS 
98.05 81.55 85.34 7.13 40.5 

classifier Features Normal Dos Probe R2L U2R 

All features 76.89 97.17 75.89 95.49 41.25 

Proposed 

FS 86.42 98.07 90.25 99.57 74.32 

All features 0.66 91.34 71.13 88.75 36.5 

Proposed 

FS 71.22 98.22 75.1 95.79 73.68 
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Figure 2, 3 and 4 compare Accuracy rate, Detection Rate 

and False Alarm rate on decision tree and KNN classifier 

before and after feature selection respectively. 

 

 

 

 

 

 

 

Fig. 2. Accuracy rate  

 

 

 

 

 

 

 

 

Fig. 3. Detection rate 

 

 

 

 

 

 

 

 

 

 

Fig. 4. False alarm rate  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 5. Recall 

 

 

 

 

 

 

 

 

 

Fig. 6. Precision 

V. CONCLUSIONS 

This paper uses the wrapper feature selection method to 

improve the intrusion detection in computer networks. This 

feature selection method is classified into two general 

categories: sequential search algorithms and metaheuristic 

algorithms. The sequential search method increases 

exponentially by increasing the number of features, and 

therefore will result in high computational complexity. 

Using metaheuristic algorithms for features selection 

reduces computational complexity and increases accuracy. 

Genetic algorithm is a metaheuristic algorithm that is able 

to select the optimal subset with high accuracy. In proposed 

feature selection method, the goal was to minimize the C4.5 

decision tree classification error on the NSL_KDD data set 

using the genetic algorithm. Using the feature vector 

obtained, training and testing operations were performed on 

the relevant datasets. Performance measurement 

parameters such as classification accuracy, detection rate 

and false alarm rate on the test dataset are 91.60, 85.36 and 

0.0014, respectively, which show the improvement of the 

results. In this paper, it is assumed that if the feature 

selection algorithm is highly efficient and has selected the 

appropriate features, if this feature vector is used in another 

classifier, it will increase the accuracy of the classification 

and reduce the error. Therefore, the feature vector is used 
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in the KNN classifier and the values 65.21, 79.35 and 0.019 

are obtained for the classification accuracy, detection rate 

and false alarm rate parameters that indicate the 

improvement of all parameters. In future research, other 

classification algorithms such as ANN, SVM and deep 

learning can be used and the results compared. 
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