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Abstract—The Internet of Things (IoT) requires the creation of new 

structures that use edge and fog computing environments due to the lack of 

optimal quality of services and bandwidth requirements. This new paradigm 

can accomplish many of internet tasks on the edge and fog which is capable 

to confronting a wide range of technologies in the IoT. For example, edge 

and fog computing can be used in smart home, smart city, smart driving and 

other things that are planned based on IoT mechanisms. Since resource 

management along with quality of services in the internet has been 

challenging in recent years as the technology has grown, providing 

integrated structures is essential and connecting to 5G and LTE standards 

due to more internet speed. For this purpose, Block Chain with a minimum 

computational complexity and high level of flexibility are provided which are 

capable to create gateways for the IoT-based edge and fog computation with 

a regular and optimal access mechanism for 5G and LTE. This research 

aims to provide a secure gateway structure with the maximum privacy of 

data in the connected 5G and LTE internet environment with multiple edge 

and fog computing. The use of encryption mechanisms including DTLS and 

FSK is considered as the main approach used in the Block Chain structure 

for transmitting and receiving data in industrial application. The proposed 

approach is called the Secure Gateway Block Chain Edge Fog in IoT or 

SGBCH-IoT. Improving the quality of services includes delays, passivity, 

probability of data detection, probability of miss detection, and data lose rate 

to manage the resources of the network. The results represented that the 

proposed approach has better performance in comparison to others. 

Keywords: BlockChain, Edge and Fog Computing, Internet of Things 

(IoT),  Resource Management, , 5G, LTE 

I. INTRODUCTION 

The Internet of Things network is presented as the newest Internet-
based computer networking model and structure. This network works as 
several objects communicate with each other through an array of sensors 
or other technologies such as Bluetooth which can send and receive data. 
The growth of such a network which don’t need human resource 
intermediaries can send and receive data through objects at certain times 
and will surely lead to high development. This expansion on a large scale 
can display various challenges. A series of challenges include security, 
routing, clustering, reliability, and more. In this case, it is necessary to 
propose new and advanced solutions that operate intelligently [1]. 
Security is considered as the one of the most perilous challenges of the 
IoT. So that various objects connected to the Internet may be subjected to 
various cybercrime attacks and since humans do not directly interfere 
with the sending and receiving of data in such a network, so there may be 
many problems in an environment or organization and other sections. An 
obvious example of this is that sensors in smart homes that have remote 
control capabilities through the IoT can cause cyber-attacks, and overlap 
control settings. This can be a huge cost to users of the IoT. Therefore, 
providing new security solutions are essential [2]. Cryptography can 
solve many problems in security. Cryptography is used as a coding 
structure to codify data. To do this, it should have access to the main 
structure of the applicable programs covered by the IoT and can encrypt 
their data in sending and receiving. One of the structures that this 
research is trying to encrypt is the use of lightweight protocols. 
Cryptography of communication channels with lightweight protocols can 
be a new issue in the IoT. Creating a secure environment used with 
responsive schema at the level of the Constrained Application Protocol 
(CoAP). The use of cryptographic structures at the level of the applied 
data layer is based on the security mechanism of the Datagram Transport 

Layer Security (DTLS) with the Pre-Shared Key (PSK) [3]. Denial of 
Service (DoS) or Distributed Denial of Services (DDoS) are two main 
attacks in application layer of IoT. This research attempts to provide a 
secure gateway regardless of the type of attack that may be used on edge 
and fog computing. The use of edge and fog computing in the IoT as well 
as cloud and fog computing can be seen on the IoT in the Fig. 1. 

 

Fig. 1. Cloud, fog and edge computing in IoT environment 
 

 It is expected that to create a new multi-edge secured gateway on the IoT 
which can be provided to resource management. The purpose of resource 
management is the Quality of Service (QoS) which includes throughput, 
Bit Error Rate (BER), delay, and Signal-to-Noise Ratio (SNR). All these 
things will be provided and created on the safe gateway. In general, the 
most important goals pursued by this research include: 

Presentation of a new Block Chain secured prototype model to 
guarantee the security of the IoT  

providing a cryptographic model on gateway based on the security 
mechanism of the data Datagram Transport Layer Security (DTLS) with 
the Pre-Shared Key (PSK) in the Block Chain in the platform of multiple 
edge and fog computing-based IoT connection to 5G and LTE.  

Block Chain Overview  

   The name “Blockchain” itself refers to the structure of the Blockchain’s 

data can be thought of as an immutable chain of events. Data, mostly in 

the form of transactions, is grouped together in a block. This block is then 

packaged with a reference to the previous block, which contains a 

reference to the block before that, etc. Blockchain is “distributed” 

because every participant in the network holds a copy of this append only 

ledger. All participants, or peers, must agree on the state of the ledger and 

unauthorized changes to that ledger must be reasonably detectable. In 

reality, Blockchain technology requires (1) a distributed ledger among 

peers, (2) a consensus protocol to ensure that all peers have the same 

copy, and (3) a cryptographic infrastructure. Every other detail is 

determined by the desired application. 
 

A. Consensus Protocols 
   We provide an overarching classification for consensus methods. 

In-depth protocol algorithms and mathematical proofs of robustness are 
beyond the scope of this paper. Consensus protocols have their own 
massive pool of research effort and are well-reviewed in other works [4]: 

1) Lottery Election: Lottery election, such as Proof of Work 
(PoW), relies on probability to “elect” a consensus leader who determines 
the order of incoming transactions, usually for a set amount of time. In 
Bitcoin, peer nodes append a nonce to a block and calculate the hash 
value. The resulting value must have some pre-determined number of 
leading zeros. Peers constantly hash new values in order to find the 
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correct “answer.” The first peer to find the right nonce broadcasts its 
results to the network, who verifies and appends the block organized by 
the winning leader. This temporary leader is the one that determines the 
order of transactions within its announced block. In this case, difficulty is 
determined by the number of leading zeros and the leader is only the 
leader for one block. Other lottery election examples include Proof of 
Stake (PoS) and Proof of Elapsed Time (PoET) [4], although this is by no 
means an exhaustive list. Note that election difficulty and leader term 
lengths could be configurable parameters. 

2) Majority Election: Majority election refers to a majority of 
peers voting on a particular value. Peers could vote to validate a 
transaction, or vote upon a block leader. The distinction here is that 
majority election does not rely on probability, but is instead far more 
communication-bound - the notable example being Practical Byzantine 
Fault Tolerance (PBFT) [5]. Consensus in this manner must take care to 
manage its upscaling to prevent significant communication overhead. The 
general trend is to create “round robin” or subgroup voting pools to 
mitigate scaling issues [6]. 

B. Implementation Differences 

1) Read-Write Access: Blockchain systems can be defined by 

what entities have read and write access to the ledger. As aforementioned, 

write access is append-only. If any peer can read the ledger, it is public. If 

the read access is limited, it is private. If any peer can append to the 

ledger, it is permission less. If write access is limited, it is permissioned. 

Bitcoin serves as the prime example of a public, permission less 

Blockchain network. Anyone can participate in the network and the 

ledger is open to the public. Anonymity is preserved by the use of public-

private key pairs. Public networks tend to require computationally heavy 

consensus methods - or, in the case of Ethereum’s ethash method [7], 

computation and memory-intensive. This is mainly to protect against 

Sybil attacks and prevent double-spending (see II-C). A network like 

Sovrin [8] is public and permissioned. Anyone has access to ledger 

information, but additions to the ledger can only be made by specific set 

of participants. Permissioned Blockchain have the benefit of not 

requiring consensus methods as resource-intensive as permission-less 

systems, since unauthorized parties could be revoked for not being part 

of a whitelist. Privacy is not a goal for Sovrin, which is an identity 

management system. Alas, even for Bitcoin’s anonymous addressing, 

true privacy is not guaranteed on a public network [9]. Private, 

permissioned Blockchain like Hyperledger Fabric [10] target enterprise 

applications, where businesses may want the fault tolerance and self-

management offered by Blockchain within a private network. Smaller 

networks reduce communication overhead, but tend to be less secure as 

a result - large, public networks have the advantage of peer numbers, 

where a 51 percent majority attack is more difficult to execute. 
 

2) Block Handling: Block handling refers to methods which try 

to reduce Blockchain latencies, either in writing to the ledger or reading 

from it for transaction validation. These methods include block ordering, 

pruning, and ledger sharing. Block ordering can be handled in a number 

of ways. Bitcoin can result in forks - when more than one peer 

concurrently broadcasts a valid block to append to the ledger. At that 

point, peers will continue to “race” against one another to find the next 

hash value, and once the longer chain is created, the other peers will 

adopt that chain. Ethereum mitigates this wasted effort by creating 

incentives to include so-called “orphaned” blocks into the main chain. 

Directed Acyclic Graphs (DAG) have also been suggested for block 

ordering to decrease ordering delay [11, 12]. Whereas traditional 

Blockchain are mostly linear in structure, DAG Blockchain allow for 

more complex web chains. Block pruning has been suggested to reduce 

ledger size [13] [14], generally by reducing older blocks into a new 

“jumpoff” point from which the ledger can continue. As long as all peers 

reach consensus and agree to prune, the ledger can be collectively 

reduced. This method needs to carefully define at which point old data is 

considered “old enough.” Ledger sharing is another method to reduce 

ledger read times. A system could provide service-specific Blockchain, 

such as in [13-15]. Transaction validations would avoid searching 

through unnecessary blocks in order to find relevant information, but be 

linked at common blocks for some set interval. Other proposed protocols 

with ledger sharing can be found in [15, 16]. 

  Possible attack vectors on a Blockchain network. Which the peer node 

outside the inner shaded area is the only non-malicious actor presented 

in Fig. 2.  

 
Fig. 2. Possible attack vectors on a Blockchain network. In this case, the peer 

node outside the inner shaded area is the only non-malicious actor. 
 

LTE Review 

   LTE has emerged as a very flexible radio access technology, 

supporting multiple system bandwidth configurations. LTE bandwidth is 

flexible in the physical layer from 1.4 MHz to 20 MHz, with each 

terminal capable of supporting the widest bandwidth allocation. The 

highest data rate in this technology is predicted to be 100Mbps 

downstream and 50Mbps upstream [17]. LTE covers a wide range of 

Internet and multimedia services, even at very high speeds. It is therefore 

designed to support high bandwidth, low latency and complex traffic 

models. LTE uses multiple orthogonal frequency division or OFDMA 

downstream access. OFDMA divides the frequency band into several 

perpendicular sub-frequencies. This helps to improve the system's ability 

to provide high data rates, multi-user diversity and inter-symbol 

compression [17]. A LTE network consists of a series of components in 

architecture whose understanding helps to understand this structure. An 

LTE network consists of an evolved packet core or ECP and an E-

UTRAN universal radio access network. EPC is a fully IP-based 

network and a switched packet or PS network in LTE systems. Voice 

service is a switched-circuit network service or CS used by the IP-IMS 

multimedia network subsystem. The EPC consists of a home or HSS 

shared server and a server or SGW port, a packet data network or PDN 

port with a shared home or HSS server. When the user equipment 

connects to the EPC, the MME realizes the EPC must perform cross-

validation with the EU. The e-UTRAN includes eNodeB's global 

terrestrial radio access network base stations that communicate with the 

EU. In general, based on these explanations, the LTE architecture can be 

seen in Fig. 3 [19, 18]. 

 
Fig. 3. LTE architecture  
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5G Review 

Called 5G, the fifth generation of mobile wireless communications 
promises to lower latency, offer greater stability, the ability to connect 
many more devices at once, and move more data thanks to faster speeds. 
These features have the potential to supercharge business, and that's one 
of the reasons 66 percent of businesses plan to deploy 5G by 2020, 
according to a study by Gartner. Ultimately, 5G takes advantage of 
higher-frequency bands in the radio spectrum that have a lot of capacity 
but shorter wavelengths. Cisco estimates that by 2020, 5G will generate 
three times more traffic than the average 4G connection, and those 
connections will make up 3 percent of total mobile connections [20].  

II.  LITERATURE REVIEW 

  Security is one of the important issues on the IoT which has been 
investigated in a variety of ways. Initially, cryptographic security 
methods are examined in the IoT and the other mechanisms for creating 
gateways are investigated for various purposes. The use of a key-based 
algorithm to safeguard the sharing of information proposed in [21]. In 
fact, a homomorphic cryptographic structure provided that had a key 
structure in identifying data and preventing different attacks. In [22], a 
new approach to protecting the privacy of connected devices to internet 
based on cryptographic principles is presented. The proposed effective 
and resilient approach designed to be briefly named CA-ABE. Detecting 
the features in the attacks counted as the encryption location. Another 
approach proposed by the presentation of the content structure of the 
cryptographic on the IoT is also presented in [23] which is named KP-
ABE. In [24], a new method called REATO provided to encrypt 
incoming and outgoing data at the channel level in the context of the IoT 
aimed at securing, detecting and identifying DoS attacks. In [25], 
lightweight protocols features used to provide a security schema in the 
context of the IoT. Attributed-based Encryption (ABE) introduced as a 
new solution to encrypt and secure network environments that modeled 
and simulated in this research based on Elliptic Curve Ciphering (ECC). 
Reducing communication costs and improving the security of the Iot has 
been highlighted as the main objectives of the research. In [26], presented 
the LESS method as a lightweight protocol for encryption-based security 
in the IoT. The use of encryption with DTLS and the PSK has been 
considered as cryptographic methods. 

   In [27], a review article for security solutions has been developed 
based on cryptographic mechanisms such as the DES and AES 
algorithms. Various studies had shown that proposing secure solutions in 
the application layer of data provides better results. Also in [28], a study 
of security solutions and the challenges ahead with the use of principles 
and methods of encryption proposed. There was also a study on the 
security principles of the IoT based on the use of various protocols such 
as Z-WAVE and Zig Bee which presented in [29]. In [30], the 
optimization of the security of the DTLS based on the access schema for 
the health system on the IoT proposed. This research has been designed 
to detect DoS attacks. Using the creation of a secure environment with a 
response-level schema at the level of the application restricted in this 
study which combined the security of the DTLS and leaded to a secure 
environment. One of the similar articles to this study proposed in [31] 
which modeled a lightweight edge gateway for the IoT named LEGIoT. 
This model designed a gateway suitable in IoT and Edge computing 
scenarios. The gateway relies on microservices and lightweight 
virtualization technologies. LEGIoT designed to be hardware agnostic 
and its implementation tested within a real sensor network. Obtained 
results demonstrated the scalability to host different applications meant to 
provide a wide range of IoT services.  

   Other studies have been done for the use of edge computing in the IoT 
along with the review of its challenges which collected in [32]. Some 
problems and challenges notices such as high latency, low Spectral 
Efficiency (SE), and non-adaptive machine type of communication. In 
[33], a flexible security interfacing in the IoT presented based on the end-
to-end fog computing. The use of optimal schematic decider algorithm 
considered as the idea. The use of evolutionary game theory structures 
presented in [34] to address the security challenges in fog computing. In 
[35], Internet security secured objects and solutions based on the study of 
attacks on cloud layers, cloud computing, fog, and edges. Also, in [36] 
discussed the use of fog computing in the IoT based on the type of 
equipment and used standards. In [37], a state-of-the-art knowledge 

network behavior in fog and edge computing based on security 
challenges proposed. The construction of a multi-layered framework 
based on previous knowledge in this research has been considered to take 
into account the security principles for sending and receiving data. In [38] 
used cryptographic principles to ensure data security. The simultaneous 
of two cryptographic algorithms called CCA and ABE, has been 
considered in this study which represented the results of the decryption 
and encryption of information at the time of sending and receiving data, 
and a secure environment for fog and edge computing. In [39] surveyed a 
case study on the issues and security challenges of the two computing 
systems mean fog and edge. Identifying unconventional behaviors and 
norms in various fog and edge computing protocols considered. In [40], 
the use of network-based software and cloud computing has been studied 
and studied as a supply chain environment for sending and receiving data 
with security visibility, deployment, routing, and clustering in the context 
of the IoT. Also, in [41], privacy studied by security conditions for the 
use of fog and edge computing in the IoT. Providing a secure privacy 
protocol for transmitting and receiving data based on the principles of 
cryptography was the main objective of this research in 5G and LTE 
connection-based of industrial applications. Also, some others studies 
proposed methods for LTE and 5G standard which can be used in IoT. 
For example, in [42], a new handover algorithm proposed for LTE and 
LTE-A which estimated bandwidth and other QoS. In another research 
which proposed in [43], a new downlink scheduling algorithm used for 
real time traffic in LTE systems. These two researches need to improve 
which can be connected to IoT and using Block Chain in their methods. 
In 5G studies, a new energy efficiency optimization proposed in [44] 
which used spectral efficiency maximization. Reducing energy was the 
main goal of this research. Also, in [45], a new method proposed for QoS 
performance evaluation by using 5G in IoT and other indoor environment 
networks which considered throughput, bandwidth, jitter, delay, SNR and 
also BER when using 5G technology in connections in indoor networks. 
These two research needs to improve which can be estimated their 
method in IoT and Block Chain platforms.  

   In [46], a new method designed for IoT which was optimized for 
wideband antenna that could improve performance. This method 
represented that its antenna can be used easily within compact 
communication device to increase total efficiency. Also, outdoor and 
industrial application of IoT proposed in [47] with Ethernet networks. 
The traffic model for multimedia data was proposed in industrial 
environment via IoT with four models named M1, M2, M3 and M4 
which could support more data size, had tolerance to loss data, and some 
features which improved traffic of IoT in industrial environments. 

III. PROPOSED APPROACH 

The proposed method is an IoT which created based on a number of 
interconnected and portable equipment in the defined network dimension 
which connected to 5G and LTE. It is clear to communication protocols 
are necessary to transfer data and this research use Block Chain. 
Maintaining the security of transmitting and receiving data is an 
important issue that the Block Chain must address. Therefore, there will 
be an attempt to optimize the Block Chain which in this approach is to 
use a cryptographic structure at the level of the application data layers 
known as DTLS by combining the PSK method.  Since using the DTLS 
security mechanism in Block Chain to encryption should initially 
assumed that it works like HTTP and can simultaneously be both client 
and server. The data is working asynchronously in a grid-like data 
structure such as UDP in the method of security mechanism of the DTLS 
unlike HTTP. In fact, UDP is the lowest level of data processing in the 
DTLS. But as long as the UDP, like TCP is unstable in data encryption, a 
layer-based query/response concept is also added to this part of the 
method of DTLS that synchronizes with UDP data and other 
asynchronous interactions in data retrieval, and this section begins with 
cryptography based on these two sections. But the need of using a key 
structure to decrypt is also the main need for this work. Therefore, in this 
phase of the Block Chain, which has its own method of DTLS, the PSK 
method is also added and the data are encrypted simultaneously and 
asynchronously, and can be on the decrypted-on destination and accessed 
to the application layer and transmitted on the IoT.  

Parts of the combined algorithm of the DTLS will need to be 
modified by combining the PSK method used in Block Chain. Hence, the 
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structure of the DTLS which is based on the structure of the encryption of 
HTTP, TCP, and UDP protocols is changed; so that the encryption 
method will be hashed. Similarly, the PSK method has an essential core 
of cryptographic training that leads to maintaining security. In this section 
of the PSK method, the cryptographic structure is the AES algorithm, but 
will try to improve the AES algorithm by inserting various encrypted 
keys and certain values of the attack intervals in the network. So, attack 
information extract and collect in the phase of improving the PSK 
method, also to the keys on the recipient's side. The purpose of diversity 
in cryptographic states is known as a principle, especially when data is to 
be sent at the level of a network through communication channels from 
sender to recipient. This variation means that a code must not always be 
common and must change over time to minimize the permeability of the 
ramifications. If it should be possible to do these two actions in a 
combined method of DTLS by PSK in the Block Chain, maintaining the 
confidentiality based on the optimal encryption with the hash structure 
and the improved encryption algorithm AES that can detect attacks in the 
multi-edge computing in the IoT. It is worth noting, however, that at the 
time of encryption on the transmitter and receiver information in the PSK 
method based on the optimized AES algorithm, the DTLS method will 
also be affected and will create a structure that can identify other attacks 
on the gateway and moreover, generalizable to more data. In general, the 
proposed approach called the Secure Gateway Block Chain Edge-Fog in 
IoT or SGBCH-IoT. As reference article, it can be named [14], which 
offers a general schematics and architecture, and with its changes, this 
approach using the edge on the IoT attempts to provide a secure gateway 
by improving quality of services and resources as shown in Fig. 4. 

 
 

Fig. 4. Proposed approach architecture 
 

   Table (1), represent the main parameters of this study to 

model gateway. All of these parameters mentioned in Table (1) are used 

in the equation of this research which are placed in the form of a table to 

avoid redundancy of the description. 
 

TABLE 1. PROPOSED MODEL MAIN PARAMETERS 

Mathematic Symbols Description 

 
Network graph 

  data provider set 

 
Data submitter (transmission) 

 
Network communication set 

 Measurement number for  iteration 

  raw data record in  iteration 

  raw data provider in  iteration 

 
Raw data domain 

 
Cumulative function 

 
Summarizer function 

 
Data record summarizer 

  summarizer date in  iteration 

 
Summarizer domain data 

  local error in iteration and  time 

  global error in iteration and  time 

 
Data groups 

 
Data groups numbers 

 
Internal data integration groups 

 
Data supplier (transmitter and receiver) 

 Local group error for  group 

 Total group error for  group 
 

   At first, the confidentiality of data must be modeled. Hence, the 
local error is in the form of equation (1) at the SGBCH-IoT gateway. 

                         (1) 

In the above equation, each section is the difference between raw data 

and summary in the provider  (sender or receiver of data). A higher-level 
local error in detecting attacks gives greater security and confidentiality. 
It should be noted that local error does not depend on cumulative 
function. The precision of the confidentiality of data in detecting attacks 
is calculated by general error which is in accordance with equation (2). 

                                      (2) 
   Given the fact that the confidentiality of data is possible under the 

conditions of equation (1) and (2), the average difference between raw 

data  and the summarized data 

. The higher the overall error, the lower the 

response will be to maintain the confidentiality of information in 

communicating and detecting attacks. To maintain the confidentiality of 

data when communicating devices, they must compute a cumulative 

distribution function between raw data and cumulative data, which is 

called a local group error whose relationship is as equation (3). 

                                          (3) 

   Similarly, the cumulative distribution function must be computed 

between aggregated data and cumulative data, which is called the sum of 

the group error by calculating with equation (4). 

               (4) 

   The calculation of the throughput in the secure gateway is given by the 

equation (5), the delay calculation is in the form of the equation (6), and 

the bit error rate calculation is in the form equation (7). 

 (5) 

           (6) 

  (7) 

   In equation (5),  is the maximum window size in 

the evaluation of sending and receiving data, which can be calculated 

after calculating the delay in equation (6).  is the time it takes to 

send data in sweep along the way in the IoT. It is worth noting that the 

calculation of latency has been done end-to-end. 
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   In the SNR as a quantitative and qualitative measure in the context of 

the IoT as a quality of services issue, there is an important problem. A 

value below 12 indicates a serious noise problem in the data. A value 

above 20 is a satisfactory state and a value greater than 30 is the 

appropriate amount. In fact, the higher the index, the better, is a better 

signal in the original data. The signal-to-noise rate is defined as the signal 

strength rate to the noise power ratio, which is according to equation (8). 

                (8) 

   P is the mean value of the signal strength. Due to the fact that most 

signals have a dynamic range, they are logarithmically denoted by dB, 

which is given by equation (9) for the power signal and equation (10) for 

the noise signal. 

             (9) 

             (10) 
 

IV. SIMULATION AND RESULTS 

   MATLAB used as simulation platform to implement the proposed 

approach. Due to simplicity of coding in MATLAB, it used instead of 

powerful simulation tools such as NS-3, NS-2, OPNet, OMNet++, 

GloMoSIM, JSIM, IoTSIM and so on. Also some evaluation criteria used 

to guarantee the proposed approach and comparison to other methods.  

   Initial structure for IoT is necessary in simulation. It is essential to 

provide a basic dimension to the IoT. Defining parameters in simulation 

worlds is too important to examine the proposed approach and results in a 

concrete manner in order to obtain assumptions and goals from it. In the 

simulation world, defining the dimensions of a grid means that it will not 

be covered outside of it, but in the real world, using the tools and the 

equipment, the uncovered points can be partly close to the coverage 

range. The Table (2), shows the initial values for the general settings of 

the IoT, including the number of sensor nodes (which includes equipment 

such as Bluetooth, etc. for communication with the IoT), sampling rate, 

primary energy, network dimensions, etc. and adjusts their initial 

parameters with empirical visibility.  

TABLE 2. INITIAL SETTINGS OF IOT NETWORK 

 
X and Y dimension supported in IoT area 

300 nodes Sensor nodes number in IoT 

100 packages Package number in IoT to transmit 

100 MB Maximum size of packages in IoT to transmit 

1 KB Minimum size of packages in IoT to transmit 

8 seconds Sampling time in seconds 

5 dB Initial SNR in transmitting and receiving data 

20 – 20 dB SNR range based on drop in transmitting and 

receiving data 

Random Nodes deployment in IoT environment 

BPSK Modulation for transmitting and receiving data 

0.1 Block Chain initial threshold in fault tolerance time 

1 Joule Energy of each nodes 

300 nodes × 1 Joule = 300 Joule Total energy of IoT 
 

Probability of detection and data privacy considered in IoT-edge-fog 

gateway connected to LTE and 5G which presented in Fig. 5.  

 
Fig. 5. Probability of detection output for encrypted data to data privacy in 

gateway 

According to Fig. 3, it is clear that the proposed approach SGBCH-IoT 

connected to LTE has a better probability of detection capability than 

SGBCH-IoT connected to 5G in the gateway. The highest probability of 

detection is the superiority criterion. The proposed method has added 

more capabilities to the SGBCH-IoT connected to 5G to maintain the 

confidentiality of data at the time of their probability of detection. Also, 

Probability of Miss Detection (PMD) in encryption consider (which could 

be due to the existence of severe noise and interruption in the IoT-based 

edge-fog computing) which can be affect in lost data rate and preventing 

its privacy. The lower probability of miss detection can be guaranteed to 

improve the loss data rate. Fig. 6. represent the probability of miss 

detection of SGBCH-IoT connected to LTE and 5G. 

 
Fig. 6. Probability of miss detection 

     It is shown in Fig. 4., that the proposed approach SGBCH-IoT 

connected to LTE has the better probability of miss detection than the 

SGBCH-IoT connected to 5G in the gateway. The structure of DTLS and 

FSK in this section have also had a significant impact on the SGBCH-IoT 

connected to 5G during the encryption of data in the BPSK-based 

messaging channel. The result of this section shows that the proposed 

SGBCH-IoT connected to LTE method has a functional superiority in 

minimizing the probability of miss detection. This can certainly prove to 

be as low as possible to reduce the data loss rate in transmitting them 

from origin to destination in the context of the IoT-based edge-fog 

computing gateway. Fig. 7. shows the data loss rate of SGBCH-IoT 

connected to LTE and 5G.  

 
Fig. 7. Data lose rate 

   Based on Fig. 7 and the previous description, the proposed approach 

SGBCH-IoT connected to LTE has equal data loss rate with the classical 

gateway model, but SGBCH-IoT connected to 5G is lower than that. The 

combined structure of the DTLS and FSK in this section, as well as the 

probability of miss detection, have shown their high ability. It should be 

noted that the data loss rate in the SGBCH-IoT connected to 5G 

communication is desirable, but may be different at the time of 

encryption in this study with 8 bits of information in the BPSK 

modulation-based communication channels. It should be assumed that the 

upcoming chart proves this. In the following, after creating a safe 

environment, quality of services criteria to evaluation consider. Initially, 

it is considered that the delay in Fig. 8. which represent the delay after 

applying the proposed approach for the secure gateway on the IoT-based 

edge-fog computing compared to the SGBCH-IoT connected to LTE and 

5G and the classic gateway. 
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Fig. 8. Delay of proposed approach in comparison to others 

   In Fig. 8, the delay diagram of the proposed red-color scheme is 

characterized by a lower delay rate than the previous two methods 

including the SGBCH-IoT connected to 5G and the classical gateway in 

the same conditions. In the following, examination of the amount of data 

transmitted in bits considered. If the environment is secure, the data is 

decoded by the DTLS and FSK-based encryption, in the sender, 

encrypted and in the receiver. The results of the throughput in the IoT-

based edge-fog computing gateway for SGBCH-IoT connected to LTE 

and 5G represent in Fig. 9. 

 
Fig. 9. Throughput rate for proposed approach in comparison to others 

   According to Fig. 9. which is compared with the SGBCH-IoT 

connected to 5G, the classic model and the use of the AES algorithm, it is 

shown that the green graph has a higher permeability rate than the other 

methods. But over time, this rate is declining and is roughly the same in 

other ways. Fig. 10, shows the proposed ROC approach in comparison to 

SGBCH-IoT connected to 5G, the classic model and the use of the AES 

algorithm. 

 
Fig. 10. Proposed method ROC curve in comparison to other methods 

   Based on Fig. 10. represented that proposed method has better ROC 

curve in comparison to others. A secure gateway created based on DTLS 

and FSK in IoT-based edge-fog computing which represented that this 

gateway has good performance of quality of services to manage 

resources.  
 

CONCLUSION  
In this research, the Secure Gateway Block Chain Edge-Fog in IoT or 

SGBCH-IoT introduced. The performance of SGBCH-IoT in IoT-based edge-fog 

computing environment was tested in simulation. DTLS and FSK-based 
encryption operations are performed on a Block Chain platform in the structure of 

this gateway. The flexibility and improvement of the SGBCH-IoT connected to 

LTE technology vs. SGBCH-IoT connected to 5G technology efficiency can be 
determined by considering resource management and quality of service criteria 

including delay, throughput, probability of detection, the probability of miss 

detection and data loss rate. Of course, as improvements are made in these cases, 
there may be some other weaknesses that can be considered as their future 

solutions. 
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